

	
3GPP TSG-SA3 Meeting #108-e	S3-222346
 e-meeting,  22 - 26 August 2022
	CR-Form-v12.2

	CHANGE REQUEST

	

	
	33.210
	CR
	0073
	rev
	1
	Current version:
	17.0.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X



	

	Title:	
	Update IPSec references to rfc8221

	
	

	Source to WG:
	Intel

	Source to TSG:
	S3

	
	

	Work item code:
	eCryptPr
	
	Date:
	2022-08-26

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-17

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)
Rel-19	(Release 19)

	
	

	Reason for change:
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****************** Start of Changes********************
[bookmark: _Toc11168764][bookmark: _Toc35354689][bookmark: _Toc90988575][bookmark: _Toc11168760][bookmark: _Toc35354685][bookmark: _Toc90988571]5.3	Profiling of IPsec
[bookmark: _Toc11168765][bookmark: _Toc35354690][bookmark: _Toc90988576]5.3.0	General
This section gives an overview of the features of IPsec that are used by NDS/IP. The overview given here defines a minimum set of features that shall be supported. In particular, this minimum set of features is required for interworking purposes and constitutes a well-defined set of simplifications.
The accumulated effect of the simplifications is quite significant in terms of reduced complexity. This is achieved without sacrificing security in any way. It shall be noted explicitly that the simplifications are specified for NDS/IP and that they may not necessarily be valid for other network constellations and usages.
Within their own network, operators are free to use IPsec features not described in this section although there should be no security or functional reason to do so.
NOTE:	Void
Clause 5.3 contains the general 3GPP IPsec ESP profile. Other 3GPP specifications (e.g. TS 33.203 [10], etc.) may point to clause 5.3. Thus parts of clause 5.3 may also apply to devices and network nodes as specified in other specifications. New specifications using ESP should refer to this profile with as few exceptions as possible. Unless explicitly stated otherwise, the 3GPP ESP profile apply for all uses of ESP to protect 3GPP interfaces
[bookmark: _Toc11168766][bookmark: _Toc35354691][bookmark: _Toc90988577]5.3.1	Support of ESP
When NDS/IP is applied, the ESP security protocol shall be used. IPsec ESP shall be supported according to RFC-4303 [31]. Extended sequence number may be supported. Usage guidance for the Implementation of Cryptographic Algorithm for ESP shall follow RFC-8221[70].
NOTE: Void
****************** End of Changes********************

